
Executive summary 
In the past decade, significant technological progress has been made in 
the field of automated driving systems. Despite this technological prog-
ress, autonomous vehicles with level (L) 3 automation or higher are not 
yet on the public roads. The main reasons behind this are the inability to 
prove safety compliance, meet regulatory requirements and achieve user 
acceptance. In this white paper we will focus on the first two reasons, 
highlighting the state-of-the-art and future trends in ensuring safety for 
automated driving systems.

Alexandru Forrai, Ph.D., and Matthieu Worm,  
Siemens Digital Industries Software

Siemens Digital Industries Software

siemens.com/software

Delivering safe  
automated driving  
systems 
Identifying trends in testing and certification  
for autonomous vehicles targeting automation 
level 4



White paper | Delivering safe automated driving systems 

2Siemens Digital Industries Software

Contents

Abstract ................................................................... 3

Ensuring safety for automated driving systems: 
relevant standards ................................................... 4

Safety assurance: state-of-the-art ............................ 9

Safety assurance: Siemens Digital Industries 
Software perspective ............................................. 12

Testing and certification ........................................ 13

Conclusion ............................................................. 16

References ............................................................. 16



White paper | Delivering safe automated driving systems 

3Siemens Digital Industries Software

Abstract

In the past decade, automated driving systems, advanced 
driver assistance systems (ADAS) and autonomous 
vehicles (AV) were the focus of intensive research and 
development (R&D). Despite the significant progress 
made in the case of ADAS, for AVs the following three 
main challenges still exist:

Technology challenge: Build a safe car, which means it 
can perceive the road environment better than a human 
driver and makes reasonable decisions like a human 
driver.

Regulatory challenge: Build a functional car accepted by 
society, which means it makes a proper tradeoff between 
safety and functionality: “I am safe if I do not drive, but 
then I am not useful.” It fits into the defined regulatory 
framework (for example, testing and certification).

Business challenge: Build a cost-effective car, which 
means customers are willing to switch to driverless cars 
and/or to new business models (for example, redefinition 
of mobility).

Since automated driving systems are highly complex 
systems in terms of hardware and software, these 
challenges are not independent so there is a strong 
interaction between them.

For example, a technical and regulatory challenge can be: 
how to prove safety compliance and meet regulatory 
requirements? A possible or obvious answer is: high 
complexity requires massive verification and validation 
(V&V) cycles. Thus, it is foreseen the amount of physical 
testing and virtual testing will increase, which will impact 
the costs. Therefore, a technical and regulatory challenge 
is strongly linked with a business challenge.

On the other hand, these challenges are not AV-specific, 
they are general challenges, which different industry 
sectors face. For example, how to build a safe airplane, 
make air traffic safe or build a safe oil refinery. The good 
news is other industry sectors can address these 
challenges properly and can be a good inspiration for the 
automotive industry as well. For sure, the automotive 
industry will progress to a higher level of driving 
automation in the coming years and developed 
technologies will also impact other industry sectors.
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Ensuring safety for automated driving 
systems: relevant standards

Let us start with the regulatory challenges: What is safety 
and how can we define it? Safety has many definitions, 
for example: freedom from conditions that can cause 
death, injury, occupational illness, damage to or loss of 
equipment or property, or damage to the environment, 
according to the military standard MIL-STD-882E. 

Next, if we narrow down the application field to passen-
ger vehicles and focus on operational safety, we can 
observe that safety has many aspects, as shown in figure 1.

 
Safety aspects are covered by different standards as 
shown in figure 2; some of them are region-specific  
(for example, traffic rules) and some of them are more 
general and are widely used by the automotive industry 

(for example, International Organization for 
Standardization 26262). From an AV perspective,  
we can state that despite significant work and effort 
currently there is no single, unified standard that might 
provide guidance during development and certification.1

Despite this, two relevant standards – ISO26262 and 
safety of the intended functionality (SOTIF), which com-
plement each other – play a key role in the development 
process of automated driving systems.2,3

ISO26262 is the functional safety standard that specifies 
how the system should detect and respond to failures, 
errors, or off-nominal performance.2

Figure 1. Different aspects of operational safety.
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SOTIF specifies how the system should detect and 
respond to functional insufficiencies of the intended 
functionality or by reasonably foreseeable misuse by 
people.3 

From a safety point of view, the main objective of the 
development is to properly assess and take proper mea-
sures to minimize risk at least to the accepted (tolerable) 

level of risk, as shown in figure 3, where the accepted risk 
is defined by the society, which can be region-specific.4

So how we are going to reduce the risk? From a func-
tional safety perspective (ISO26262), risk is due to haz-
ards caused by malfunctioning behavior of electric/elec-
tronic and programmable systems (see figure 4).

Figure 2. Relevant safety standards for automated driving systems.

Figure 3. Risk and residual risk. 
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The failures within electric, electronic and programmable 
systems are divided into two categories: 

• Systematic failures – such as software bugs, faults 
introduced during hardware design and faults intro-
duced or not detected by development tools 

• Random hardware failures due to component failures 
because of material imperfections, manufacturing, 
aging, etc. 

Reducing the risks due to hardware failures is done by 
increasing the area of dangerous detected faults and 
decreasing the area of dangerous undetected faults (see 
figure 5). In practice, the area of dangerous undetected 
faults is minimized with diagnostics, redundancy and 
better-quality components.4 

How much risk reduction is required or what is the 
required safety and integrity level depends on how 
safety-related or safety-critical is that system or subsys-
tem. The Automotive Safety Integrity Level (ASIL) sets the 
standard for the industry. For example, the required 
safety level for an electric power steering system  or the 
deployment of the airbag system is ASIL D (highest auto-
motive safety integrity level).

Reducing the risks due to systematic failures, such as 
software bugs, faults introduced during hardware design 
and tools, is done by following a well-defined develop-
ment process. One important approach to reducing risk 
due to systematic failures is virtual verification and valida-
tion, which we will focus on later.

Figure 4. Functional safety standards used in different industry sectors.

Figure 5. Reducing the risks due to hardware failure.
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At this stage, let us consider a simple example: The object 
detection and classification algorithm of an automated 
driving system is going to be verified and validated using 
different images, with and without faults, as shown in 
figure 6. It might be the object detection and classification 
algorithm is not able to classify the traffic sign correctly 
when faults are injected; in such a case, redundancy/
diversity is a possible technical solution: for example, 
usage of high definition (HD) maps, which have traffic 
signs embedded. 

Next, we might ask how about the faults introduced 
during development by the tools which we use? The 
latest edition of the ISO26262:2018 standard recom-
mends qualifying tools used in developing safety-related 
systems. A tool might introduce errors during the design 
process or might be unable to detect errors during the 
verification and validation phase. Therefore, in the first 
stage the tool confidence level is assessed (based on tool 
impact and error detection level) and if the confidence 
level is low, a so-called tool validation is performed. The 
outcome of the tool qualification process specifies the 

confidence level of the software tool usage in develop-
ing safety related systems development according to 
ISO26262.

Until now, we have talked about functional safety, but 
we have not discussed how the system should respond to 
functional insufficiencies or in the case of foreseeable 
misuse by people. These aspects are covered by the SOTIF 
standard, which complements ISO26262.

One of the objectives of SOTIF is to validate the auto-
mated function in all relevant environmental scenarios, 
especially in difficult conditions for both sensors and 
algorithms. 

For a given operational design domain, SOTIF classifies 
the scenarios in four areas, as shown in figure 7. The 
safety goal according to SOTIF is to explore the scenario 
space during development with an iterative approach, 
gradually increasing the known safe scenarios area by 
discovering unknown and unsafe scenarios (area 3) and 
moving them into known and unsafe scenarios (area 2). 

Figure 6. Traffic sign images: normal with pixel errors and with injected fault.

Figure 7. Reducing the risks according to SOTIF.
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Then proper technical measures are used to transform 
them into known and safe scenarios (area 1).

Finally, let us consider the traffic sign detection and 
classification example from a SOTIF perspective. In this 
case, scenarios/conditions, which are difficult for both 
sensors and algorithms, shall be considered. For example,  
how the detection and classification algorithm will work 
when the traffic sign is under heavy rain and the camera 
sensor is aged (see figure 8). 

After this brief introduction into two relevant safety 
standards – related to automated driving systems  
development – let us make a quick overview of what is 
state-of-the-art in safety assurance, mainly looking into  
R&D of different AVs.

Figure 8. Traffic sign images: normal, under heavy rain and with aged camera lens.
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Safety assurance: state-of-the-art

At this stage, we might ask how safety is assured while 
developing automated driving systems? If we look at 
different original equipment manufacturers (OEMs) and 
new entries in the automotive market developing auton-
omous vehicles, we observe safety is assured by design, 
which means: how we define design, develop, deploy an 
autonomous vehicle/system.

First, let us look at the development of the GM Cruise, in 
which following proven engineering and development  
standards eliminated or minimized the risks and two key 
safety performance thresholds are defined:5

• Vehicle will operate safely even if there is a single 
point, plausible dual point or common-cause  
malfunction occurs 

• Vehicle will demonstrate safe driving behavior in 
the defined driving environment using a statistically 
meaningful experience

The first safety performance threshold is achieved as a 
result of comprehensive risk management and a deep 
integration process.4 This process diversifies systems and 
adds redundancy, which are key drivers of the safety of 
the Cruise AV, see figure 9.

Furthermore, at GM manufacturing supports system 
safety, where a “built-in quality” method is used; there 
are assembly line quality checks for components, subsys-
tems, systems and when vehicle assembly is complete.

The second safety performance threshold is achieved 
with city testing and proving safe driving with experi-
ence. In on-road testing, a fleet of self-driving vehicles 
that each have a steering wheel, brake pedal and accel-
erator pedal are used.

Figure 9. Safety by system diversity and redundancy (source: GM Self-Driving Safety Report 2018).
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At GM validation methods include (but are not limited to):5

• Simulations for testing the self-driving vehicle 
against a variety of objective tests and performance 
requirements

• Track testing and staged encounters

• On-road performance testing, collecting millions of 
miles of test data to show on a statistically  
significant basis the vehicle can be driven safely

Validation is viewed as a combination of conventional 
system validation with SOTIF. Examples of SOTIF valida-
tion processes include:5

• Systematically expose self-driving system to perfor-
mance requirements of the operational  
design domain (ODD)

• Identify and test of driving scenarios and edge cases 
that challenge the self-driving system

• Exercise the object and event detection and response 
(OEDR) capabilities of the vehicle and its ability to 
identify environmental objects and situations that 
require a safe behavior response

• Evaluate self-driving behavior against safe driving 
standards with both qualitative and quantitative  
criteria

The next AV developer we will discuss is Waymo (founded 
by Google), which has a system safety program  
governed by the safety-by-design concept.6 At Waymo, 
the system safety program (see figure 10) addresses five 
distinct safety areas: 

• Behavioral safety 

• Functional safety

• Crash safety

• Operational safety 

• Non-collision safety 

 

Each aspect requires a combination of testing methods, 
which taken together allows Waymo to validate the 
safety of their fully self-driving vehicles.

Furthermore, Waymo states:6  “Safety requirements 
needed to reduce the risk of potential hazards are cap-
tured internally, addressed in design, and then verified 
and validated to demonstrate that safety risks have been 
reduced to the levels identified in the analyses.”

Figure 10. System safety program at Waymo: safety by design. 
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Waymo’s safety requirements include minimal risk condi-
tion (fallback), ensuring the vehicle can transition to a 
safe stop when the self-driving system experiences a 
problem, is involved in a collision or when the environ-
mental condition changes in such a way that affects the 
safe driving within the operational design domain.

The software is extensively tested in simulations: The 
most challenging situations encountered by the vehicles 
on the public roads are turned into virtual scenarios and 
virtual verification and validation is performed.

Before real-world driving, closed-course testing is per-
formed on a private test track with the help of experi-
enced drivers. Once it is confirmed the software is work-
ing as intended, deployment is initiated to vehicles on 
public roads. First, the software is deployed on a few 
vehicles, and after it is confirmed the vehicles can safely 
and consistently travel on a predetermined route, the 
software update is performed for the entire fleet.6

Scenario-based verification and validation is performed, 
considering not only the set of behavioral competencies 
recommended by the National Highway Transportation 
Safety Administration (NHTSA) (see figure 11), but addi-
tional tests are performed on behavioral competencies, 
such as perform lane change, detect and respond to lead 
vehicle and detect and respond to a merging vehicle. 

In addition, Waymo has developed a robust process to 
identify, prioritize and mitigate cybersecurity threats. 
Waymo’s security practices are built on the foundation of 
Google’s security processes, the National Highway Traffic 
Safety Administration’s (October 2016) “Cybersecurity 
best practices for modern vehicles.” (Report No. DOT HS 
812 333). 

Finally, a continuous improvement process is in place at 
Waymo: Robust data collection and analysis is in place,  
so anything learned from one vehicle is applied to the 
entire fleet.

Figure 11. Common crash scenarios according to NHTSA safety report 2018.
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Safety assurance: Siemens Digital 
Industries Software’s perspective 

Siemens Digital Industries Software is committed to the 
safety-by-design concept, on the one hand using the 
closed-loop development process throughout the life-
cycle of the autonomous driving system, and on the 
other using data continuity throughout the entire supply 
chain, from chip to city.

The Siemens Digital Industries Software portfolio has 
simulation and emulation solutions at the following 
levels: chip, electronics (including the sensors, network 
and embedded hardware/software), vehicle, fleet of 
self-driving cars as well as city infrastructure.

With this solution portfolio, the silicon industry develops 
autonomous vehicle-specific integrated circuits (IC) 
within the context of the system and vehicle. The auto-
motive suppliers and AV stack technology companies 
design and verify vehicle-agnostic system implementa-
tions using simulation and test software, hardware and 
engineering services from Siemens. 

Finally, the mobility-as-a-service suppliers of the future 
rely on Siemens Mobility intelligent transportation sys-
tems for vehicle-to-everything (V2X) communication and 
multimodal transportation management. 

Furthermore, simulation is heavily used to build function-
ally safe and secure systems. The breadth of the digital 
twin portfolio of Siemens, from chip to city, targets con-
tinuous integration of mobility solutions for all stakehold-
ers in the supply chain (see figure 12).

Next to the vertical continuity within the supply chain, 
Siemens Digital Industries Software develops its solution 
portfolio with an eye toward closed-loop product devel-
opment cycles, supporting continuous improvement of 
vehicle performance over the lifetime of the vehicle (see 
figure 13).

In practice this means simulation models are not only 
used in the design and exploration stages and for virtual 
and mixed reality testing, but also during the time the 
vehicle is deployed. Secondly, Siemens offers solutions 
for raw sensor data capturing and services for analyzing 
and diagnosing large data sets, preparing the data for 
usage in the next round of design and exploration 

 In the next section let us focus on testing and 
certification.

 

Figure 12. Continuous integration – from chip to city. Figure 13. Closed-loop development cycle – a continuous improve-
ment process. 
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Testing and certification

We have seen that technical and regulatory challenges 
are strongly linked with business challenges. One of the 
relevant questions is how to prove that an automated 
driving system is safe. Since the complexity of systems is 
growing, in order to test and reproduce extensively criti-
cal scenarios (corner cases, edge cases)  and keep the 
costs under control, a significant part of the tests must be 
done in the virtual world.

Virtual verification and validation will not exclude or limit 
tests on the test track or in the real-world environment; 
rather, they complement them.

An obvious question is how much can we rely on virtual 
verification and validation? Virtual verification and valida-
tion, including model-in-the-loop (MiL), software-in-the-
loop (SiL), hardware-in-the-loop (HiL), driver-in-the-loop 

(DiL) and vehicle-in-the-loop (ViL), are based on simulation 
models. We can rely on simulation models if they are 
validated against experimental data.4 Furthermore, the 
area/region where the model is valid shall be specified and 
an upper bound of uncertainty of model error shall be 
calculated and supplied with the model (see figure 14). 

Despite their complexity, automated driving systems are 
composed of three main subsystems: perception, deci-
sion and actuation control, as shown in figure 15. When 
trying to cope with the complexity of the system, we 
recommend a systematic approach for V&V in which first 
each subsystem is tested and then integration and testing 
is performed (see figure 15). 

Figure 14. A general framework for model validation. 

 Figure 15. A systematic approach for V&V of an automated driving system.
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One of the relevant examples related to test virtualization 
is the future European New Car Assessment Program  
(EURO-NCAP) test procedure. EURO-NCAP intends to keep 
adding complexity (see figure 16) to their test program in 
order to drive manufacturers to develop the safest cars.7 
This causes problems for the test houses that already 
have an overloaded test burden for making a single 
assessment. 

Following informal discussions with EURO-NCAP, it is 
clear they wish to add a level of HiL tests to their program 
to minimize the burden on labs. 

A possible solution is shown on the test grid in table 1. 
Some of tests are done in the physical world and the data 
collected are used for model building and model valida-
tion. Most of the rest of the tests can be done in the 
virtual world, such as HiL tests. This approach might 
avoid significant workload increase at test houses due to 
the increase in test complexity.

Siemens Digital Industries Software in The Netherlands 
has its own test facilities to drive with autonomous vehi-
cles in mixed traffic, including 5G-connected vehicle 
testing.

Here test facilities include a highway test environment, 
urban and interurban test environment, industrial area 
test environment, 5G test facilities and computer-aided 
design (CAD) car labs.

Siemens’ combination of software tools and test facilities 
offer excellent solutions and services that cover the entire 
closed-loop development of automated driving systems 
based on a digital twin.

Table 1: Combining real and virtual testing in case of future EURO-NCAP tests.

Figure 16. Complexity increase in case of future EURO-NCAP tests.
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A good example is the ITS Europe 2019 demonstration (in 
cooperation with partners) for design, exploration and 
validation of connected mobility systems using an intel-
ligent intersection and vehicle-to-vehicle (V2V) communi-
cation (see figure 17, left-side digital twin, right-side 
real-world demonstration).

Referring to testing of autonomous vehicles, for an objec-
tive comparison of the test results general safety metrics 
have been defined. Below are three mathematical models 
related to autonomous vehicle safety:

• Mobileye’s Responsibility-Sensitive Safety8 

• NVIDIA’s Safety Force Field9

• IVEX’s, IVEX Safety Assessment

Although we have mainly discussed ISO26262 and SOTIF 
in this white paper, we would like to highlight that exist-
ing standards do not present guidance for some of the 
most problematic topics of automated driving systems:

• Safety assurance of artificial intelligence

• Technological capabilities of sensory devices

• Human factors and psychology.

For example, the well-established standard ISO26262 
talks about fail-safe behavior. However, in case of auto-
mated driving systems the new design should create 
fail-operational or fail-degraded behavior. Furthermore, 
the emerging standard SOTIF looks only at L1 and L2 
automation (a revision is underway to address higher 
automation levels).

We can conclude that there is no unified standard, which 
might guide the certification of autonomous vehicles for 
example, level 4 automation). Despite this there are 

significant efforts to create such region-specific stan-
dards, such as Technical Reference 68 (TR68) from 
Singapore.

The Safety Case Framework Report 2.0 (by ZENZIC from 
the United Kingdom) summarizes the safety cases for 
testing and developing connected and self-driving tech-
nologies. The safety case must demonstrate the field 
tests and real-world tests are being conducted in a safe 
manner and in accordance with United Kingdom law.10 

For test facilities in the public domain, it is required to 
comply with United Kingdom road traffic laws as well as 
the requirements of the land owners and good practice. 
Evidence of required compliance should be provided in 
the form of an assessment and declaration/statement of 
compliance with the relevant standards and regulations.

A safety case level matrix – combining the confidence 
level for the three main factors below – will provide the  
assessors with the level of safety case required:

• Safety operator confidence levels and considerations 
assessing confidence

• Vehicle confidence levels and considerations assess-
ing confidence

• Environmental control confidence levels and consid-
erations assessing confidence

The matrix is a qualitative tool that can guide testbeds 
and test organizations but should allow for the flexibility 
to exercise professional judgement.10

Figure 17. Scenario simulation using V2X and real-world demonstration at ITS Europe 2019.
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Conclusion

In this white paper we briefly review the relevant stan-
dards currently used in ensuring safety for automated 
driving systems, ISO26262 and SOTIF. We present the 
main safety assurance measures, which were taken dur-
ing development and deployment of the GM Cruise and 
Waymo (Google). We discuss trends in testing and certifi-
cation in light of the Euro-NCAP 2025 roadmap as well as 
from the perspective of autonomous vehicles targeting 
automation level 4. 

Siemens Digital Industries Software has been on a well-
defined path for years to support the automotive industry 
in the transition toward connected, autonomous, shared 
and electric mobility. The unique combination of our 
simulation software and testing services, stretching from 
chip to city, and the portfolio evolution towards seamless 
definition, design, development and deployment, aims to 
support the industry to meet the safety expectations of 
the coming decade.
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