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Successful IoT in  
electronics manufacturing

Executive summary
What has happened so far in the Internet of Things (IoT) for electronics manufacturing  
has been sparse and fragmented. IoT is meant to connect everything, not to create islands  
of automation. If practical mass adoption of IoT is going to happen as a realizable  
business model, the driving force must be that every entity throughout the entire factory  
benefits. The simultaneous connection of technology and business models is the way  
forward for the electronics manufacturing industry to experience a quiet yet powerful  
revolution towards Industry 4.0, with its real mandate.

This paper describes an example of Industry 4.0 – the Fraunhofer Future Packaging Line,  
introduced at the SMT Nuremberg show. The Fraunhofer display featured a concept of the  
world’s first open, multi-vendor, IoT-connected surface mount technology (SMT) line,  
demonstrating the technology and the mutually beneficial business model  
opportunities that arise from IoT connectivity.
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At the highest level, the driver behind Industry 4.0 is 

the political agenda of the German government, 

which has led the practical innovation to support 

local manufacturing close to the market it serves, 

often called “reshoring” or “onshoring,” as opposed 

to the incumbent approach of high-volume, mass 

production in remote locations that offer minimum 

labor costs. This is essential to retain and even 

re-establish manufacturing jobs in local countries.

From a business stance, the remote mass-produc-

tion business model is being weakened by the 

market trend of personalized products with the 

latest evolving technologies. This trend leads to 

many more variants of a product and a much 

shorter lifecycle, which is about one-quarter of what 

it once was.

The effect on business is extremely significant. For 

each product variant, additional stock must be kept, 

starting with raw materials through the entire 

supply and distribution chains until the final point of 

purchase. Because distribution chain costs are about 

half of the total retail price of a consumer product, 

the need to reduce the cost of stock is the most 

influential factor in the business plans of most 

products. In addition to the investment and logistics 

costs, the risk of depreciation as goods are trans-

ported can be a significant cost of the product’s 

lifecycle, which is the case for goods shipped from 

China using conventional methods.

An unexpected change in the market caused by a 

competitive product or technology can ruin the 

profitability of a product line. The costs saved by 

avoiding this scenario and building products locally 

with as direct shipping as possible to the customer, is 

financial advantage. The savings can surpass the 

increased manufacturing costs of local production, 

but only if manufacturing is done efficiently.

With as little stock as possible in the distribution 

chain, local factories must be extremely flexible to 

cope with almost daily variation in completion 

requirements.

Electronics manufacturing already is highly auto-

mated, but with individualized automations 

throughout the process. Humans orchestrate the 

operation, providing resource and material manage-

ment as well as production planning and process 

modeling. With the transition to an ever-increasing 

mix, management by people has become a critical 

The premise of Industry 4.0
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bottleneck to maintaining factory productivity at the 

same level as once enjoyed when producing in high 

volumes.

Computerization of these human management 

tasks as suggested by Industry 4.0 is a solution that 

enables carefully calculated and optimized digital 

modeling and simulation based on live and 

complete process information to replace the human 

decision-making, and it can be done in seconds and 

minutes rather than hours and days. Existing factory 

machines and employees, when connected together 

with Industry 4.0 computerizations, can perform 

flexibly, reliably, and with high productivity.

The connection of machines in a sense is done 

simply using an all-encompassing data exchange 

model. However, value needs to be obtained from 

the data. The complete digital modeling and execu-

tion of the factory cannot be done by any one 

solution. The final result is an environment where 

machines and site-based Industry 4.0 solutions 

coexist, where critical elements communicate and 

cooperate openly to operate the complete digital 

factory.

What, then, is the technology that can make this 

happen? It needs to provide the normalized data 

conduit between all parties, bringing each the data 

with which to develop and implement Industry 4.0 

functions. The demonstration at the Fraunhofer 

Future Packaging Line was the first testament to this 

realization.

Fraunhofer Future Packaging Line IoT  

structure and concept

The Future Packaging Line combines the latest 

machine and process technologies from many key 

companies in the industry. The showcase line 

executed real production during the show, high-

lighting the advanced individual process capabilities 

from each of the machines and enabling visitors to 

see the technologies in an actual operational environ-

ment. The choice of the “best tool for the job” is an 

important differentiator in electronics manufacturing, 

as unlike most other manufacturing industries, there 

is a vast range of product types and classifications, 

from simple throwaway devices to safety- and 

mission-critical systems, throughout the many indus-

trial sectors in which electronics now plays a key role. 

Throughout the production line, machines from many 

different vendors are going to work together, each 

providing their unique capabilities and services.

Previously, all of these machines and systems could 

not be connected successfully to provide visibility of 

what is happening second-by-second on the line as a 

whole. Industrial engineering, product flow, material 

supply and quality management have all been 

performed  mostly by manual methods. Each machine 

vendor was provided the capability to connect the 

machines together using the latest IoT technology.

3D digital representation of the Fraunhofer Future  
Packaging Line.

SIEMENS DIGITAL INDUSTRIES SOFTWARE  3

White Paper – Successful IoT in electronics manufacturing



Each machine in the Fraunhofer line used a Valor® IoT 

Manufacturing hardware networking interface in 

which is embedded an interface to the machine, 

providing the capability to exchange information 

about the machine operation. Ethernet cables 

connect all of the machines, which in turn are 

connected to a gateway through which any external 

system or application can access the data in real time.

In the case of the Fraunhofer Future Packaging Line, 

the live data was displayed on a series of screens 

above the machines and was available on mobile 

devices. The data was also displayed as a live opera-

tional dashboard, together with a demonstration of 

real-word Industry 4.0 site-level solutions.

An essential part of the IoT structure is that data does 

not only flow in one direction from the shop floor up:  

IoT data flow is omnidirectional. Individual machines 

can take data from other processes in the line, or from 

site-based resources that may include such data as 

live production status and flow, work-order sequence, 

product and process setup data, material and logistics 

data, quality information or any other form of inter-

process communication. As owners of the individual 

technologies in the line, each machine vendor is in 

the best position to create and provide Industry 4.0 

solutions that are related to that technology.

Barriers no longer exist and no longer does each 

combination of machines mean a different customiza-

tion in several places on the line. The machine 

vendor’s solutions coexist with each other in the line, 

each supporting  the others. In turn, site-based 

systems provide complementary functions, providing 

data down to the machine level that describe site-

based operations such as product data, planning, and 

materials, as well as monitoring the live data from the 

machines and results or requests from the machine 

Industry 4.0 functions. It is a synergistic environment 

in which many equipment vendors can work together 

to provide complementary, niche solutions, 

promoting opportunity and positive competition, 

which means greater choice for customers.

Typical configuration of Opcenter Execution Electronics IoT (Valor IoT Manufacturing) in a factory.
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Overview of ODB++Manufacturing 
data exchange

Using the ODB++Manufacturing data exchange 

format, the data transferred through the IoT network 

is normalized. This means that the data coming out of 

the machines in the line is defined in a single stan-

dard way. Often, even machines of similar types or 

with similar elements in their functionality call similar 

events by different names. Machines from different 

companies will typically provide different communica-

tion interfaces for the same information. An example 

is with the failure of an SMT machine to pick up a 

component ready for placement. Differences such as 

a “pickup error,” “pick-error,” “vacuum error” or “recog-

nition error”  can mean the same thing, and they are 

defined within ODB++Manufacturing as the same 

event, independent of machine type. Care must be 

taken because the message implies a material loss; 

however, some machines will repeat a pick-up 

attempt so only the first message is significant for 

material spoilage and failure events. The other 

messages cannot be ignored for performance moni-

toring. The definition of the normalized messaging 

within ODB++Manufacturing is clear and precise so 

that events are described accurately. This normaliza-

tion of data content means that any machine can be 

connected to any other machine without either of the 

machines knowing anything about the native 

language, content or nuance of any data messages. 

The following are some examples of the data content 

that flows through IoT using ODB++Manufacturing.

Equipment configuration

Determine the configuration of equipment type 

processes. In many smart Industry 4.0 applications, it 

is important to know the capability and limitations of 

machines that are part of the IoT network. For 

example, solutions designed to report automated 

optical inspection (AOI) machine results need to 

understand which of the machines in the factory are 

actually AOI machines or have an AOI function.

Equipment status

An event is sent each time the equipment changes 

status. On equipment with multiple modules, some 

events will include the different module IDs. 
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Equipment capable of multiple lanes will include the 

different lane IDs. A single production machine is 

complex with many simultaneous events. For 

example, when calculating key performance indica-

tors (KPIs), many factors need to be accounted for, 

such as the sharing for feeders between two printed 

circuit board (PCB) lanes, which slows production of 

each PCB but does not necessarily imply lost time.

Item data

Data is captured for each the item (for example, a PCB) 

as it moves through the equipment. The item might be 

produced in a number of different phases. The data 

includes identification of each item and when the 

equipment starts and stops working on the item. After 

an item is fully processed by the equipment, data is 

provided such as consumption data and cycle times. 

This data allows items to be individually tracked as they 

move through the equipment. These events are also 

sent in a pass-through mode when equipment or 

modules are not assigned any work. This data allows 

understanding the state of buffering within the 

machine and calculation of the true cycle time.

Recipe data

A recipe (also known as a program) can be set to 

active, meaning the equipment will now use the 

recipe for the next production of an item (for 

example, a PCB). Recipe data can also be prepared 

and made available offline (not active at the equip-

ment). This can support the automated changeover of 

products based on the read of the barcode of the next 

unit coming into the machine for production.

Intelligent feeders

Intelligent feeders have internal memory that is 

programmed with a unique ID for each feeder. The 

equipment knows when each intelligent feeder is 

inserted or removed via an electrical contact. This can 

save significant production downtime. For example, 

manual effort when setting up the machine at 

changeover can be replaced by associating the mate-

rial ID when loading material to a smart feeder in an 

off-line environment.

Equipment control

Equipment can be commanded remotely to perform 

specific actions, for example, equipment to be 

stopped, started, or put into a wait state. This can be 

useful as part of active quality management, where, 

in the event of a serious defect being detected, the 

line can automatically and safely stop production until 

it is confirmed that the cause of the defect has been 

eliminated.

Component handling

During the handling of components from the supply 

to the placement, the equipment can detect errors 

and events such as splicing points. This can be essen-

tial for systems where a digital traceability or build 

record is needed with a high degree of accuracy (for 

example, for compliance with IPC-1782 Level 4).

Manufacturing execution system (MES) material 

integration

ODB++Manufacturing provides MES-level integration 

with a verification or material system that runs at the 

equipment. These messages are used to make the 

integration benefit the MES system and the machine. 

The state of material logistics and details of materials 

intended for use at any production position allows the 

machine that will consume the material to plan in 

advance, for example, to adjust shape parameters 

slightly in the event that the incoming material is 

from a different vendor.

Item traceability data

In many cases, equipment can produce a traceability 

report for each item processed that includes the result 

of the processes, such as pass or fail, as well as test 

data, inspection data, fault codes, digital test, repair 

ticket and process parameters that are applicable to 

the process.
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Identification

Reliable identification of products, materials, tools, 

equipment and other resources in the factory can be 

done by scanning barcode labels, radio frequency 

identification (RFID) tags or other markings. Control is 

possible to decide if items may enter a process at the 

shop floor. For example, a PCB may not be permitted 

to enter equipment because the barcode is not read 

correctly or it is not permitted for the correct route.

General

General messages provide support for areas such as 

sharing the deployed vendor interface version, config-

uration, system and machine health checking, debug-

ging, etc.

Quality management

Data is collected from test and inspection equipment, 

as well as from manual repair stations.

Environment 

Data is captured from sensors relaying the current 

environment, such as temperature, humidity and light 

levels.
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Typical areas of  
IoT data utilization

Each vendor participating in the Fraunhofer Future 

Packaging Line brings a different and unique exper-

tise. Many of these vendors provide machines of 

different types and with different technologies, so the 

use of IoT can extend beyond what may be relevant 

for the specific machines in the line demonstration. 

Real-time data from machines and processes is critical 

for the control and management of the factory shop 

floor. The advantage of using ODB++Manufacturing is 

that the data is already normalized. Only one inter-

face is required no matter where the information may 

have originated, whether from a machine, manual 

process or other transaction. This also means that any 

new machines added into the factory will be “plug 

and play,” supporting ODB++Manufacturing natively 

or through the Opcenter Execution Electronics IoT 

box. This not only eliminates the cost of development 

of machine interfaces, but also eliminates the lead 

time required to develop the interfaces, which can be 

a challenge when customers want quick, painless and 

reliable system implementation.

Data in the past was mainly intended for humans to 

use, in the form of reporting, dashboards and alerts; 

humans would consider the data, make phone calls 

and have meetings before coming to decisions about 

taking action to remedy a problem or take the oppor-

tunity to make an improvement. Because of the high 

reliability and integrity of  ODB++Manufacturing data, 

Valor computerizations can make decisions without 

the need for human confirmation at every stage. This 

means that actions to address any issues or opportu-

nities can be made immediately, before significant 

losses are incurred. Examples are to recommend 

re-planning of production where production flow 

bottlenecks have been detected, either on a machine 

or line level, or whenever it is found that great-

er-than-expected planning losses will occur. Lean 

material logistic management can be automated 

through the generation of pull signals to bring mate-

rials to the lines and machines as needed, avoiding 

the need for wasteful, multiple kit preparation. 

Traceability of all process and materials data can be 

collected to provide the full digital twin of products 

that are being made.

In addition to the consumption of data from the 

machines and processes on the shop floor, the infra-

structure that the Valor software provides can also be 

of significant value to the machines and processes. 

This includes information about the sequence of work 

orders assigned to the line and specific engineering 

information required for setting up machines and 

processes on the line. The flow of production can also 

be managed through the control and communication 

of such aspects as changeover management, bad 

marks and quality and test/inspection measurement 

data. Specific information about materials can also be 

provided, such as the vendor and exact dimensions, 

orientation, and supply format for SMT placement 

machines so that they can automatically adjust where 

there are variations in the shape of a part number 

across different vendors or where substitute parts  

are used.

While the Opcenter Execution Electronics IoT  

(Valor IoT Manufacturing) hardware with 

ODB++Manufacturing data can provide the infrastruc-

ture and bridge between shop-floor processes and 

enterprise systems such as ERP and MES, the Valor® 

Material Management software can provide a signifi-

cant increase in value through the provision of 
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advanced Industry 4.0 features in the intermediate 

layer. These include dynamic finite production plan-

ning, lean supply-chain material management, active 

quality management tools and business intelligence.

Opcenter, along with Valor solutions, provides a 

harmonized, holistic portfolio of manufacturing 

operations management (MOM) capabilities for 

advanced planning and scheduling, manufacturing 

execution, quality management, manufacturing 

intelligence, and performance, with flexible deploy-

ment options (on-premise, cloud) for fast time-to-

value and lower cost of ownership.
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Conclusion

This open, multi-vendor, IoT-connected surface 

mount technology (SMT) line, is a real-world digital 

IoT solution for electronics SMT and assembly 

production. The demonstration had many layers, 

starting with the IoT technology. The use of 

ODB++Manufacturing and the Opcenter Execution 

Electronics IoT hardware has provided a standard IoT 

platform and infrastructure through which informa-

tion between all processes and systems can be 

shared in a way that is vendor-independent. 

Visibility of the data using dashboards shows the 

wide scope of information that can be included. 

Each machine vendor in the line now has access to 

all of the data throughout the line and factory, and 

in their own way contribute the data as a whole 

from their process.

The business case for this support is clear for the 

machine vendors. ODB++Manufacturing can poten-

tially replace all other custom interfaces, saving 

time, money and resources. Customers have 

machines from many vendors in their factories and 

the same business case applies because support for 

many interfaces created vendor-by-vendor can be 

consolidated into one ODB++Manufacturing inter-

face. As well as cost savings, machine vendors can 

create smart process improvement and Industry 4.0 

solutions of their own, specific to their machine 

technology, while offering customers additional 

value through add-on options to the machines. 

Machine vendors in the line can coexist in a comple-

mentary way without artificially competitive 

elements that restricted certain companies or 

machines from working together in the best way. 

Customers are free to choose the best tool for the 

job, bringing affordable variation to drive flexibility.

At the site level, solutions such as Valor software can 

establish an effective and reliable single interface 

flow to every machine on the shop floor, taking live 

data with which to provide computerized Industry 4.0 

functions such as finite production planning, lean 

supply-chain material management and active quality 

management. In return, information about production 

progress, changing delivery-demand requirements that 

drive changes in the plan day-by-day, can be effectively 

and immediately communicated to machines so that 

the local machine software can prepare for optimized 

changeover cycles. Communication with enterprise 

systems (ERP, MOM, PLM) is enhanced, providing live 

feedback of material consumption, production progress 

and a complete digital product build record for each 

product made.

Over time as more machines vendors adopt the 

ODB++Manufacturing communication capability, either 

natively or through the Opcenter Execution Electronics 

IoT hardware, the entire IoT experience becomes easier. 

Existing machines and processes, and even those that 

do not sign up for ODB++Manufacturing support, can 

be included through the use of the flexible interfacing 

provided by the Opcenter Execution Electronics IoT 

hardware. This can also be used and integrated into 

custom-bespoke processes such as functional test, 

using the software development kit (SDK) provided 

with each interface unit. 

The complexity of the electronics industry has meant 

that the adoption of Industry 4.0 has been a chal-

lenge. Because electronics are an increasing part of 

products across a broad range of industries, an 

inability keep up with business needs and national 

initiatives would have been a serious issue on a vast 

scale. This demonstration was the first step, providing 

solid proof of concept of solutions that electronics 

manufacturers can leverage now to meet the 

increasing challenges and complexity they face in the 

industry today.
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